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Privacy Pitfalls for SUD and 

Behavioral Health Providers

Laurie Beth Pliakos, Esq.

Disclaimer

 This presentation is given for educational 

and informational purposes only. The 

materials and statements made as part of 

this presentation are not intended to be 

legal advice, nor are they intended to form 

an attorney-client relationship between you 

and the presenter. If you need legal  advice 

concerning a particular matter, consult your 

attorney.

Applicable Laws

 42 C.F.R. Part 2
 Protects the confidentiality of substance use 

disorder patient records

 HIPAA
 Protects the confidentiality of individually 

identifiable health information maintained by 
providers, payers, and their contractors

 Examples of other applicable NH 
laws
 RSA 332-I:1: Establishes that medical records are 

property of the patient

 RSA 318-B:12-a: Protects records of treatment of 
minors for drug dependency

 RSA 330-A:32: Protects communications between 
mental health practitioners and patients as 
privileged

 RSA 33-C:26: Protects information held by a 
licensed alcohol or other drug use professional 
performing substance use counseling services 
unless permitted by 42 C.F.R. Part 2
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42 C.F.R. Part 2 Basics
A Part 2 Program is prohibited from disclosing any information 
that would identify a person as having or having had a SUD 
unless that person provides a written consent, or the disclosure 
meets another exception. A Part 2 program is 

1. An individual or entity (or a unit in a general medical care 
facility) that holds itself out as providing and does provide 
SUD treatment, diagnosis or referral; OR

2. Medical personnel or staff in a general medical facility whose 
primary function is the provision of such services and who 
are identified as SUD providers; AND

3. That are federally assisted.

A Part 2 patient is any individual who has applied for or been 
given a diagnosis, treatment, or referral for treatment for a SUD 
at a Part 2 program.

“Treatment” means the care of a patient suffering from a SUD, 
a condition which is identified as having been caused by the 
SUD, or both, in order to reduce or eliminate the adverse effects 
on the patient.

Compare: What information is protected?

HIPAA Part 2

 All individually 
identifiable health 
information created or 
received by a covered 
entity;

 That is related to the 
mental or physical 
condition of the patient, 
their health care, or 
payment for care; and

 That is transmitted or 
maintained in any form or 
medium 

 Any information, 
whether or not 
recorded, which:
 Would identify a patient 

as having or having had 
a SUD, either directly or 
by verification; and 

 Is maintained by a Part 2 
program for the purpose 
of treatment, making a 
diagnosis, or making a 
referral

Compare: When is disclosure permitted?

HIPAA Part 2

 With patient consent (verbal or 
written)

 Without patient consent:

 After patient receives Notice of 
Privacy Practices, provider can 
disclose for treatment, payment, and 
health care operations; or

 When another exception applies, 
such as: 

 to individuals involved in care or 
payment for care; 

 as required by law; 

 for public health purposes; 

 for certain law enforcement 
purposes; 

 in response to a serious and 
imminent threat to health or safety 
of patient or others; 

 other exceptions

 With patient consent (written 
only)

 Without patient consent:
 Internal communications within 

the Part 2 program

 Medical emergency

 To report crime on program 
premises

 Research

 Audit

 To report child abuse or neglect

 Court order

 Pursuant to a Qualified Service 
Organization Agreement

 If there is no patient identifying 
information
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42 C.F.R. Part 2 Requirements Checklist

✓ Security policies that satisfy Part 2 standards

✓ Notice to patients of privacy rights under Part 2

✓ Compliant consent forms

✓ Non re-disclosure notices when Part 2 information is 

disclosed

✓ Qualified Service Organization Agreements when 

necessary

Common Pitfalls: Training Staff

 You’ve updated your consent forms, but does 

your staff know how and when to use them?

Source: ONC & SAMHSA, Disclosure of Substance Use Disorder Patient Records: Does Part 2 Apply to Me? 

https://www.samhsa.gov/sites/default/files/does-part2-apply.pdf, last visited November 15, 2019.
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Common Pitfalls: Training Staff

 You’ve updated your consent forms, but does 

your staff know how and when to use them?

Source: ONC & SAMHSA, Disclosure of Substance Use Disorder Patient Records: Does Part 2 Apply to Me? 

https://www.samhsa.gov/sites/default/files/does-part2-apply.pdf, last visited November 15, 2019.

▲▲
Blue Mountain Physician Group

Common Pitfalls: Blurring the Lines

 Consider: 
 Operational issues for staff that operate as 

(or support) both a Part 2 Provider/Program 

and a non-Part 2 Provider/Program, e.g.:

 Patient registration

 Patient forms

 EMR access

 Consultations with other providers

 Group Treatment Issues

Common Pitfalls: Subpoenas

 What do you do if you get a subpoena for 

substance use disorder records?

 What if you are asked to provide live testimony?

 Who in your organization makes decisions 

about disclosures in the above circumstances?
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Common Pitfalls: M&A

 If you are considering: 

 buying or selling a Part 2 practice OR 

 acting as medical record custodian for a Part 2 

practice or provider who is going out of business, be 

sure to address:

 Who will be held responsible if Part 2 requirements were 

not met pre-acquisition? 

 Do your deal documents adequately address other risks?

➢ Consider things like billing compliance, licensing 

requirements, regulatory investigations, and litigation.

Looking to the Future

 Some highlights from the proposed rules (published 

August 26, 2019):

 If adopted, would allow patients to consent to disclosures 

to entities without naming a specific person as recipient

 If adopted, would clarify activities SAMHSA considers to 

be payment and health care operations

 If adopted, would allow Non-Opioid Treatment Program 

Providers to query a central registry to avoid excessive 

prescriptions and multiple enrollments 

 If adopted, would permit Part 2 providers to report data 

to a Prescription Drug Monitoring Program

 If adopted, would broaden permissible disclosures for 

research purposes

Thank you!
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